SECURING STATIC S3 WEBSITE
WITH OAC AND CREATING A
Cl/CD PIPELINE
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1. BRIEF

Part 1 - Previously | have created a static website using S3, a custom domain name (mike-macdonald.co.uk)
and distributed using AWS CloudFront. However, the origin of the CloudFront distribution uses the website
endpoint of the S3 bucket meaningthat the S3 bucket needs publicaccess for CloudFrontto be able to
distribute the content. Whilst this method works, from a security point of view it is not ideal to have public
access granted (albeit read only) to a bucket if it is not directly required. For security, | am going to change
the set-up of the CloudFrontdistribution to use Origin Access Control (OAC). Thisis a secure way for
CloudFront to access S3 origins.

Part 2 — Currently whenever | want to update the website | have to edit the website locally then either
manually upload the updated file or use the CLI. | want to create a CI/CD process using AWS CodePipeline
and GitHub so that changes can be pushed automatically to S3.

Part 3 — CloudFront works by caching data at edge locations. This can mean that it serves out of date
content if the content has been updated but the cache hasn’t refreshed. | have created a lambda function
that creates an invalidation on the CloudFrontdistribution each time a file called index.htmlis uploaded to
the S3 bucket. This ensures CloudFront will always be servingthe most up to date website.

Final architecture:
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2. ORIGIN ACCESS CONTROL (OAC)

2.1 CURRENT SETUP

With the current setup Cloudfront uses the publicwebsite endpoint of the S3 bucket. This means that
cloudformationisaccessing the bucket through the publicinternet.

Usprs

PublicTntemet

GUE) AWS Cloud

Public YVebsite
Endpoint

Route 53 | .

Local User

S3 Bucket
Public

Certificate Manager

CloudFront

Currently the bucket that hosts the website is publically accessible.

. . May 26, 2023, 16:37:58
O mike-macdonald.co.uk EU (London) eu-west-2 /A Public
--------------- (UTC+01:00)

Publicaccess is enabled however for security you still need a bucket policy to decide which actions can be
doneon the bucket. There is a bucket policy on this bucket just to allow anyoneto get any of the objectsin
the bucket. This prevents any unauthorised users adding or removing objects from the bucket.



Bucket policy | Edit | | Delete |
The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn more E

{ Copy

"Version"; "2012-10-17",
"Statement": [
{
"Sid": "PublicReadGetObject",
"Effect": "Allow",
"Principal™ "*",
"Action": "s3:GetObject",
"Resource”: "arn:aws:s3::mike-macdonald.co.uk/*"
}
]
}

Within CloudFront | have a single origin of the website endpoint of the S3 bucket.

Origins

Q| Filter origins by property or value ‘

Origin name v Origin domain v Origin path v | Origin type v
O mike-macdonald.co.uk mike-macdonald.co.uk.s3-... S3 static website
Settings

Origin domain
Choose an AWS origin, or enter your origin's domain name.

Q, mike-macdonald.co.uk.s3-website.eu-west-2.amazonaws.com X




2.2 CREATING OAC

Origin Access is created under the security heading within CloudFront.
Details

Name

‘ Website-Origin-Access

The name must be unique. Valid characters: letters, numbers and maost special characters. Use up to 64 characters.

Description - optional

‘ Origin Access Control for mike-macdonald.co.uk website ‘

The description can have up to 256 characters.

Settings info

Signing behavior
(O Do not sign requests
T Sign requests (recommended)

[] Do not override authorization header
Do not sign if incoming request has authorization header.

Origin type

S3 v

The origin type must be the same type as origin domain.



2.3 ADDING OAC TO CLOUDFRONT DISTRIBUTION

When original set up, the S3 bucket was created to host a static website. When setting up the originin
CloudFront you have the choice to use the Website Endpoint instead of the Bucket Endpoint. This makes
the CloudFrontdistribution see the bucket only as a website and not as a bucket. Using this method, OAC
cannot be set up. Thereis no option below to set up Origin Access Control.

Origin domain
Choose an AWS origin, or enter your origin's domain name.

Q, mike-macdonald.co.uk.s3-website.eu-west-2.amazonaws.com )¢

Protocol Infe

© HTTP only

— HTTP port
Enter your origin's HTTP port. The default is port 80.

80

— HTTPS port
Enter your origin's HTTPS port. The default is port 443.

443

To rectify the situationit’s required to change the origin domain from the website endpointand put it back
to the original bucket endpoint. This then does give the option for Origin Access Control.

Origin domain
Choose an AWS origin, or enter your origin's domain name.

‘ Q. mike-macdonald.co.uk.s3.eu-west-2.amazonaws.com X

/\ This 53 bucket has static web hosting enabled. If you plan to use this
distribution as a website, we recommend using the S3 website endpoint rather
than the bucket endpoint.

‘ Use website endpoint

Origin path - optional  Info
Enter a URL path to append to the origin domain name for origin requests.

‘ Enter the origin path

Name
Enter a name for this origin.

mike-macdonald.co.uk

Origin access  Info
(O Public

Bucket must allow public access.

D Origin access control settings (recommended
Bucket can restrict access to only CloudFront.

(O Legacy access identities
Use a CloudFront origin access identity (OAIl) to access the 53 bucket.



Here we can then choose the OAC that we created previously.

Origin access  Info
(O Public

Bucket must allow public access.

© Origin access control settings (recommended)
Bucket can restrict access to only CloudFront.

(O Legacy access identities
Use a CloudFront origin access identity (OAl) to access the 53 bucket.

— Origin access control
Select an existing origin access control (recommended) or create a new configuration.

Website-Origin-Access Origin type: S3
Origin Access Control for mike-macdonald.co.uk website

v Create control setting

— Bucket policy
Policy must allow access to CloudFront IAM service principal role.

® You must allow access to CloudFront using this policy statement. Learn more Copy policy

about giving CloudFront permission to access the S3 bucket [A.

Go to S3 bucket permissions [/

Do notice that using this method you have to change the S3 bucket policy to allow CloudFront permission
to access the S3 bucket. Fortunately, it gives an example policy to use that can be copied into the S3 bucket
policy directly. (Source ARN anonymised for security).

Policy
2w {
3 "Version": "2008-10-17",
4 "Id": "PolicyForCloudFrontPrivateContent”,
5w "Statement™: [
bw {
7 "Sid": "AllowCloudFrontServicePrincipal™,
] "Effect”: "Allow",
9w "Principal”: {
1@ "Service”: "cloudfront.amazonaws.com”
11 I
12 "Action": "s3:GetObject”,
13 "Resource™: "arn:aws:s3:::mike-macdonald.co.uk/*",
14w "Condition": {
15w "StringEquals™: {
16 "AWS: SourceArn™: "arn:aws:cloudfront : : | KGN
17 by
18 by
19 i
20 ]
21 T



2.4 BLOCKING PUBLIC ACCESS

After having changed the bucket policy you can block publicaccess within the permissions of the S3
bucket.

Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to
ensure that public access to all your S3 buckets and objects is blocked, turn on Block all public access. These settings apply only to this
bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure
that your applications will work correctly without public access. If you require some level of public access to your buckets or objects
within, you can customize the individual settings below to suit your specific storage use cases. Learn more [

Block all public access
Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

This has now changed the S3 bucket from being publically accessible being more secure.

O mike-macdonald.co.uk EU (London) eu-west-2 Bucket and objects not public

2.5 DISABLE STATIC WEBSITE HOSTING

Within the properties of the S3 bucket we need to change Static Website Hosting to Disable.

Edit static website hosting

Static website hosting

Use this bucket to host a website or redirect requests. Learn more [/}

Static website hosting
© Disable
Enable




2.6 ADDING INDEX.HTML AS THE DEFAULT ROOT OBIJECT

When you set up a static website using S3 you have to define which file you want to use as your root object
(home page). When movingover to using OAC this needs doingbutin the settings of the CloudFront
distribution rather than within the S3 bucket. My home page is named “index.html” so this is set as the
default root object.

Settings
Description Alternate domain names Standard logging
- mike-macdonald.co.uk On
www.mike-macdonald.co.uk
Price class Cookie logging
Use all edge locations (best performance) Custom SSL certificate Off
® mike-macdonald.co.uk [4
Supported HTTP versions Default root object
HTTP/2, HTTP/1.1, HTTP/1.0 Security policy
TLSv1.2_2021
AWS WAF

Supported HTTP versions
Add support for additional HTTP versions. HTTP/1.0 and HTTP/1.1 are supported by default.

HTTP/2
(] HTTP/3

Default root object - optional
The object (file name) to return when § viewer requests the root URL (/) instead of a specific object.

index.html /

Standard logging

Get logs of viewer requests delivered to an Amazon 53 bucket.

O off
0O On

— S3 bucket

The Amazon S3 bucket where CloudFront delivers log files. Don't choose an 53 bucket in any of the following regions, because
CloudFront doesn't deliver standard logs to buckets in these regions: Africa (Cape Town), Asia Pacific (Hong Kong), Europe (Milan),
Middle East (Bahrain).

‘ Q, mike-macdonald.co.uk-cloudfront-logs.s3.amazonaws.com X ‘

Log prefix - optional
A prefix that CloudFront adds to the beginning of every log file name.

‘ Enter log prefix ‘

The website is now no longer publically accessible through S3 and is only available through the CloudFront
distribution,adding more security but still providing high-speed delivery.



3. CREATING A CI/CD PIPELINE WITH GITHUB

3.1 OVERVIEW

Currently every time | want to update the website, | have to manually go to my S3 bucket, overwrite the
index.html file,and add any other files (eg images) to the various folders. This can also be done more
efficiently via the CLI, utilisingthe access key and secret access key. However | wanted to expand my Cl/CD
skillsand so decided to use GitHub in conjunction with AWS CodePipeline.

Cl/CDis Continuous Integration/Continuous Deployment. Continuous Integration allows for automated
integration of code changes from multiple developersinto one repository. Continuous Deployment
automatically deploys the validated and tested code changes to production environments. Whilst thisisn’t
technically CI/CDin its truest form becauseit’s not triggering builds or runningtests, it is deploying code
and usingthe principals of committing changes, pushingto a repositoryand having CodePipeline pullfrom
the remote repository and update the S3 file has strong similarities.

3.2 CREATING A GITHUB REPOSITORY

| am going to use GitHub as a remote repositorythat | will connect with AWS CodePipeline. The first stage
of thisis to create a GitHub repository.

Create a new repository

A repository contains all project files, including the revision history. Already have a project repository elsewhere?
Import a repository.

Required fields are marked with an asterisk (*).

Owner * Repository name *

@ mkmacd ~ / mikemacwebsite

& mikemacwebsite is available.
Great repository names are short and memorable. Need inspiration? How about silver-winner ?
Description (optional)

Repository for https://mike-macdonald.co.uk

g Public
L]

Anyone on the internet can see this repository. You choose who can commit.

o ﬁ Private

You choose who can see and commit to this repository.

10



3.3 INITIALISNG GIT AND CREATING REMOTE WITHIN GITHUB REPOSITORY

Gitis alreadyinstalled locallyand | have already set up SSH keys to allow access to my GitHub account. |
need to initialise gitin the folder where my files are stored usingthe command git init.

PS C:\Users\mike.macdonald\Documents\wWebsite> git init
Initialized empty Git repository in C:/Users/mike.macdonald/Documents/Website/.git/

PS C:\Users\mike.macdonald\Documents\website>

Then | rename the default brain to “main” usingthe command git branch —M main (this has no output)

To add a remote within the GitHub repository | use the command git remote add origin
git@github.com:mkmacd/mikemacwebsite (This also has no output)

3.4 PUSHING FILES TO THE REPOSITORY

Using the command git status you can see the files and folders that aren’t currently being tracked

PS C:\Users\mike.macdonald\Documents\Mike-Macdonald.co.uk wWebsite> git branch main
PS C:\Users\mike.macdonald\Documents\Mike-Macdonald.co.uk wWebsite> git status
On branch main

"

(use "git add <file>..." to include in what will be committed)

nothing added to commit but untracked files present (use "git add" to track)
PS C:\Users\mike.macdonald\Documents\Mike-Macdonald.co.uk website>

Using the command git add . (includingthe period) will add all of these files to the tracked list.

PS C:\Users\mike.macdonald\Documents\website> git add .
arning: in the working copy of 'js/scripts.js’', LF will be replaced by CRLF the next time Git touches it

PS C:\Users\mike.macdonald\Documents\wWebsite>

Running git status again shows the tracked files.

11



PS C:\Users\mike.macdonald\Documents\Website> git status
On branch master

No commits yet

Changes to be committed:
(use "git rm --cached <file>...

"

to unstage)

Next we need to commit these files using git commit -m “First Commit”. Thisincludes a comment for the
commit “First Commit” — These comments are use to describe changes.

PS C:\Users\mike.macdonald\Documents\Website> git commit
[master (root-commit) 7423417] First Commit

24 files changed, 11511 insertions(+)

create mode 100644 README.md

create mode 100644 assets/img/DynamoDB.png

create mode 100644 assets/img/Favicon.ico

create mode 100644 assets/img/amazon-api-gateway.png
create mode 100644 assets/img/amazon-rds.png

create mode 100644 assets/img/aws-cloud-practitioner.png
create mode 100644 assets/img/aws-cloudquest-cloud-practitioner.png
create mode 100644 assets/img/aws-cloudquest-solutions-architect.png
create mode 100644 assets/img/aws-saa.png

create mode 100644 assets/img/camping.jpg

create mode 100644 assets/img/corfu.]jpg

create mode 100644 assets/img/dance.jpg

create mode 100644 assets/img/guitar.jpg

create mode 100644 assets/img/northface. jpg

create mode 100644 assets/img/profile.]PG

create mode 100644 assets/img/qts.jpeg

create mode 100644 assets/img/skiing.JPG

create mode 100644 assets/img/twominutetuesdays.png
create mode 100644 assets/img/vpcpeering.png

create mode 100644 css/styles.css

create mode 100644 httpapi.htm

create mode 100644 index.html

create mode 100644 js/scripts.js

create mode 100644 peering.htm

PS C:\Users\mike.macdonald\Documents\Website>




Now this needs pushingto the remote repository on GitHub. Thisis done with the command git push —u
origin main (Note: This command with —u origin main only needs doingonce, from this point on just git

push can be used. —u origin main sets up a trackingrelationship between the local main branch with the
remote origin/main branch in the remote repository.)

PS C:\Users\mike.macdonald\Documents\wWebsite> git push origin main
Enumerating objects: 30, done.
Counting objects: 100% (30/30), done.
Delta compression using up to 8 threads
Compressing objects: 100% (26/26), done.

riting objects: 100% (30/30), 2.82 MiB | 2.77 MiB/s, done.

otal 30 (delta 1), reused 0 (delta 0), pack-reused 0

remote: Resolving deltas: 100% (1/1), done.

o github.com:mkmacd/mikemacwebsite

* [new branch] main -> main
branch 'main' set up to track 'origin/main'.
PS C:\Users\mike.macdonald\Documents\website>

This can be seen within the remote repository on GitHub

()

% mikemacwebsite Private ® Unwatch 1
¥ main ~ ¥ 1branch  © 0tags Go to file Add file ~ <> Code ~
Mike First Commit 7423417 29 minutes ago %) 1 commit
assets/img First Commit 29 minutes ago
css First Commit 29 minutes ago
is First Commit 29 minutes ago
[ README.md First Commit 29 minutes ago
[9 httpapihtm First Commit 29 minutes ago
[9 indexhtml First Commit 29 minutes ago
[3 peering.htm First Commit 29 minutes ago

13



3.5 MAKING CHANGES TO INDEX.HTML

If  now make changes to index.html file by removingthese two unnecessary blanklines:

="m-0 mt-5"

="subheading mb-3">Two Minute Tuesdays

—mn "

row
="col-sm-4"
="img—thumbnail " ="assets/img/twominutetuesdays.png"

To become:

="m-8 mt-5"
="subheading mb-3">Two Minute Tuesdays
="row "
="col-sm-4"
="img-thumbnail " ="assets/img/twominutetuesdays.png"

Then save the changes and run the command git status again this shows there has been a modification to
index.html:

PS C:\Users\mike.macdonald\Documents\wWebsite> git status
on branch main
Your branch is up to date with 'origin/main’'.

Changes not staged for commit:
(use "git add <file>..." to update what will be committed)
(use "git restore <file>..." to discard changes 1in working directory)

no changes added to commit git add" and/or "git commit -a"

It is possible to view the modificationthat have been made using git diff ./index.html|

PS C:\Users\mike.macdonald\Documents\Mike-Macdonald.co.uk website> git diff ./index.html
diff --git a/index.html b/index.html

index 59fa729..15706f9 100644

--- a/index.html

+++ b/index.html

<a href="https://github.com/mkmacd/API_to_start_and_stop|
EC2s" target = "_blank">HTTP API GitHub Repository</a>
</p></div>

<div class="subheading mb-3">Two Minute Tuesdays</div>

<div class="row ">
<div class="col-sm-4">
PS C:\Users\mike.macdonald\Documents\Mike-Macdonald.co.uk website>

Thisshows the lines that have been removed.
This change hasn’t yet been staged, but can be with git add ./index.html (This has no output)

This can then be committed with git commit —-m “Removed unnecessary lines”

PS C:\Users\mike.macdonald\Documents\Website> git commit
[main bla7be4] Removed unnecessary Tines

1 file changed, 1 insertion(+), 3 deletions(-)
PS C:\Users\mike.macdonald\Documents\Website>

14




And finally this commit can be pushed to the remote repository again using git push

You can see thatin the remote repository thatindex.html has a more recent commit.

(=

[=2

¥

rEErEErEErEN BN SN |

mikemacwebsite  Private

main ~ ¥ 1branch © 0tags

Mike Removed unnecessary lines

assets/img
css

js
README.md
httpapi.htm
index.html

peering.htm

First Commit
First Commit
First Commit
First Commit
First Commit
Removed unnecessary lines

First Commit

15
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1 minute ago
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4. INTEGRATION WITH AWS CODEPIPELINE

4.1 OVERVIEW

AWS CodePipeline can be configured to pull source code from GitHub (or other online repositories). To
automate pipeline executions, webhooks from the GitHub repository can be used which notify
CodePipeline when new changes have been pushed to the repository. When these are triggered
CodePipeline pullsthe changes and passes them to subsequentstages in the pipeline (such as building,

testingand deployment).

4.2 CONNECTING GITHUB AND AWS CODEPIPELINE

4.2.1 CREATE THE PIPELINE SETTINGS

Choose pipeline settings i«

Pipeline settings

Pipeline name
Enter the pipeline name. You cannot edit the pipeline name after it is created.

mike-mac-website

No more than 100 characters

Service role

© New service role Existing service role
Create a service role in your account Choose an existing service role from your account
Role name
AWSCodePipelineServiceRole-eu-west-2-mike-mac-website

Type your service role name

Allow AWS CodePipeline to create a service role so it can be used with this new
pipeline

16



4.2.2 CONNECTGITHUB

Add source stage o

Source

Source provider
This is where you stored your input artifacts for your pipeline. Choose the provider and then provide the connection details.

| GitHub (Version 2) v

@ New GitHub version 2 (app-based) action
To add a GitHub version 2 action in CodePipeline, you create a connection, which uses GitHub Apps to

access your repository. Use the options below to choose an existing connection or create a new one. Learn

more

Connection
Choose an existing connection that you have already configured, or create a new one and then return to

| Q Connect to GitHub

Repository name
Choose a repository in your GitHub account.

Q |

<account=/<repository-name=

Create a connection

Create GitHub App connection info

Connection name

mike_mac_website_github_connection

» Tags - optional

17



AWS Connector for GitHub by Amazon Web
Services would like permission to:

R Verify your GitHub identity (mkmacd)

B Know which resources you can access

-/\/- Act on your behalf
@ Learn more

Learn more about AWS Connector for GitHub

Authorize AWS Connector for

Cancel

GitHub

Authorizing will redirect to
https://redirect.codestar.aws

@ Mot owned or operated by GitHub
@ Created 3 years ago

More than 1K GitHub users

Connect to GitHub

GitHub connection settings info

Connection name
mike_mac_website_github_connection
GitHub Apps

GitHub Apps create a link for your connection with GitHub. To start, install a new app and
save this connection.

Q or Install a new app

» Tags - optional

18



At this stage you have to install anew app (assumingyou haven’t already done this. I've chosen to only
allow the single website repository.

D

Install on your personal account mkmacd

©

O All repositories

This applies to all current and future repositories owned by the resource owner.
Also includes public repositories (read-only).

@® Only select repositories
Select at least one repository.
Also includes public repositories (read-only).

£l Select repositories =

Selected 1 repository.

& mkmacd/mikemacwebsite X
with these permissions:

v" Read access to issues and metadata

v Read and write access to administration, code, commit statuses, and
pull requests

Next: you'll be directed to the GitHub App’s site to complete setup.

19



@ Ready to connect
Your GitHub connection is ready for use.

Repository name
Choose a repository in your GitHub account.

Q. mkmacd/mikemacwebsite X

<account>/<repository-name>

Branch name
Choose a branch of the repository.

Q. main x

Change detection options

Start the pipeline on source code change

Automatically starts your pipeline when a change occurs in the source code. If turned off, your
pipeline only runs if you start it manually or on a schedule.

Qutput artifact format
Choose the output artifact format.
0 CodePipeline default () Full clone
AWS CodePipeline uses the default zip format for artifacts AWS CodePipeline passes metadata about the repository
in the pipeline. Does not include Git metadata about the that allows subsequent actions to do a full Git clone. Only
repository. supported for AWS CodeBuild actions.

Cancel Previous -

We can then skip the build stage as thisisn’t relevant to this project.

20



It’s here we chose to deploy to a specific S3 bucket.

Deploy

Deploy provider
Choose how you deploy to instances. Choose the provider, and then provide the configuration details for that provider.

‘ Amazon 53 v ‘
Region
‘ Europe (London) v ‘
Bucket
‘ Q. mike-macdonald.co.uk )4 ‘

Deployment path - optional

Extract file before deploy
The deployed artifact will be unzipped before deployment.

» Additional configuration

Cancel Previous -

The finally we can create the pipeline.

Step 4: Add deploy stage
Deploy action provider

Deploy action provider
Amazon S3

Extract

true

BucketName

mike-macdonald.co.uk

21



AWS then confirms that this has worked

@ Source succeeded
Pipeline execution ID: 9bb0dfe2-25f5-4e69-a25c-e600d7 1cf1ea

Source ®

GitHub (Version 2) [4

® Succeeded - 1 minute ago
73d32dcc B

73d32dcc [A Source: First Commit

Disable transition

@ Deploy Succeeded

Pipeline execution ID: 9bb0dfe2-25f5-4e69-a25¢c-e600d71cf1ea

Deploy ®
Amazon $3 [4

@ Succeeded - 1 minute ago

73d32dcc [A Source: First Commit

CodePipelineis now pullingany changes from GitHub and deployingthem to the bucket that the website is
hostedin. Looking at the S3 bucket you can see all the files have been updated at the same time. Thisis
because CodePipeline deploysthe entire repository ratherthan justindividual changed files.

Objects (8)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory E to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant tt

Actions w Create folder [ Upload
‘ Q Find objects by prefix ‘ (P Show versions
[l Name A Type v Last modified v Size v
O 3 assets/ Folder - -
O O css/ Folder - -
. August 25, 2023, 08:42:59
htt .ht ht 26008
L O hitpapihem " (UTC+01:00)
B index html htrml August 25, 2023, 08:42:59 28.7 KB
’ (UTC+01:00) ’
O s/ Folder - -
i August 25, 2023, 08:42:57
[ Mike Macdonald CV.pdf pdf 361.4 KB
(UTC+01:00)
August 25, 2023, 08:42:59
ing.hti ht 2530B
H B peeringim " (UTC+01:00)
August 25, 2023, 08:42:58
[} [ README.md md ° 38.08B

(T LN NNy
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5. LAMBDA FUNCTION THAT INVALIDATES CLOUDFRONT CACHE

As CloudFront caches content at edge locations for faster delivery, if the cache isn’t updated then this can
lead to out of date content. By default CloudFront caches content from S3 every 24 hours. However itis
possible to manuallyinvalidate a CloudFrontdistribution to force it to cache a new response.

As | want the website to be as up to date as possible | created a Lambda function which will be triggered
every time a file is uploaded to the website S3 bucket (which will happen via CloudPipeline every time new
files are pushed to GitHub).

5.1 CREATING THE LAMBDA FUNCTION

The Lambda functions receives the event from the S3 bucket when new objects are uploaded. It then
cycles through the names of the objects and if there is an object called “index.html” then it creates an
invalidationon the CloudFront distribution.

s3 client = boto3.client (
cloudfront client boto3.client (

lambda handler (event, context):
record event [ 13
record| 11 11 ] :
invalidation = cloudfront client.create invalidation (

: Json.dumps (

: Jjson.dumps (
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5.2 GIVING LAMBDA CORRECT PERMISSIONS

Lambda needs permissions to be able to create theinvalidation so | created an inline policy and attached it

to the basic Lambda execution role.

5.3 TESTING THE LAMBDA FUNCTION

| created a test event within Lambda to check functionality. To do this | used AWS’ example event
(https://docs.aws.amazon.com/AmazonS3/latest/userguide/notification-content-structure.html). |

III

changed the object key to “index.html” to ensure that test passed.

g lambda_function Environment Var x Execution result: <

¥ Execution results

Test Event Name
tests3iupload

Response

1
"statusCode™: 208,
"body": "\"Cloudfront invalidation successfully created)

¥

Function Logs
START RequestId: 995effda-bc72-4ca9-892e-c268dd484521 Version: SLATEST

END ReguestId: 995ef6da-bc72-4ca9-892e-c268dd404521
REPORT RequestlId: 995efbda-bc72-4ca9-892e-c268dd4084521 Duration: 615.58 ms Billed Duration: 616 ms

Request ID
995ef6da-bc72-4ca9-892e-c268dd484521

Invalidation is created.

Invalidations Create invalidation

‘ Q, Filter invalidations by property or value 1 2 3 > &
Invalidation ID v ‘ Status v Date created v

O IBKJOMW4ZNWFPAOJDDASWPTWOB @ Completed August 25, 2023 at 7:46:48 PM UTC
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5.4 TRIGGERING LAMBDA WITH S3 EVENT

You can create an S3 trigger within the Lambda function. Specific events within the bucket trigger the
lambda function.

Add trigger

Trigger configuration info

S3
. v
: aws asynchronous storage

Bucket
Please select the 53 bucket that serves as the event source. The bucket must be in the same region as the function.
‘ Q, s3/mike-macdonald.co.uk X ‘ C ‘

Bucket region: eu-west-2

Event types

Select the events that you want to have trigger the Lambda function. You can optionally set up a prefix or suffix for an event. However, for
each bucket, individual events cannot have multiple configurations with overlapping prefixes or suffixes that could match the same object
key.

| -

‘ All object create events X
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5.5 UPDATING LAMBDA TRIGGER

Whilst the above trigger works, it isn’t cost effective. It triggers the lambda function for every file thatis
uploaded. In this situation that’s 25 files and so the lambda function runs 25 times (and would increase if
there were more files). The only time | want the lambda function to run when the index.html file is
uploaded and so |l updated the trigger configuration to only trigger lambda when a PUT event occurs and it
has a suffix of .html This should significantly reduce the number of lambda function calls.

Bucket
Please select the 53 bucket that serves as the event source. The bucket must be in the same region as the function.

arn:aws:s3::mike-macdonald.co.uk

Bucket must be in region eu-west-2

Event types

Select the events that you want to have trigger the Lambda function. You can optionally set up a prefix or suffix for an event. However, for
each bucket, individual events cannot have multiple configurations with overlapping prefixes or suffixes that could match the same object
key.

| v

PUT X

Prefix - optional
Enter a single optional prefix to limit the notifications to objects with keys that start with matching characters.

‘ e.g. images/

Suffix - optional
Enter a single optional suffix to limit the notifications to objects with keys that end with matching characters.

‘ Shtml
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You can see from the CloudWatch metrics, at 19:05, before the change to the trigger, the lambda function
was called 25 times but at 19:13 after the change, the lambda function was only called once.

08-26 19:05

il

08-26 19:13

19 e "

2023-08-26 19:05 UTC

06 197

2023-08-26 19:13 UTC

! 19:03 19:07 19:08 19:09 1910 19:11 =14 19:15 1976

1. @ Invocations 25 1. @ Invocations 1

5.6 FINAL TEST

As a final test | changed part of the index.html file, committed the changes and pushed them to the remote
GitHub repository to testif the entire process functioned as expected.

The invalidation is created immediately.

E204AHJ2Q40TIR

View metrics

General Origins Behaviors Error pages Geographic restrictions Invalidations Tags
Invalidations Create invalidation
Q| Filter invalidations by property or value 12 3 > &
Invalidation ID v Status v Date created v
O 1551VSZOGHWYFIOVTNO9YIPK6B C In progress August 26, 2023 at 7:30:04 PM UTC
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The website is instantly updated due to the invalidation.

MIKEMACDONALD

BERKHAMSTED, UNITED KINGDOM // MIKE@MIKE-MACDONALD.CO.UK

THIS HAS BEEN CHANGED JUST FOR THE TEST

6. CONCLUSION

Security should always be a major consideration with any architecture. S3 buckets that don’t need to be
publicnever should be as there are always websites trawling for publicbuckets (see
https://buckets.grayhatwarfare.com/) and so using methods to secure these are critical. This can include

Origin Access Identity but also using interface or gateway endpoints to prevent services needingto cross
the publicinternet to access files within S3 buckets.

Cl/CD s a key part of software development. Whilst thisis a basicuse case of AWS Codepipline, it can be
used alongwith other software deployment services such as AWS Codecommit (AWS’ distributed version
control service) and AWS Codedeploy which deploys committed code to AWS services such asEC2, on
premises servers, Lambda function, ECS etc.

Finally usingevent driven architecture such as Lambda can simplify workflows but automating tasks. In this
case it keeps the website perfectly up to date and removes the need to manuallyinvalidate the CloudFront
distribution everytime a change is made.
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